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The census can easily be hacked. We’ve been arguing
about the census question for months when all the enemy
needsto do is hack the census data that citizens fill out
online. Duh.

Alarm sounds over census cybersecurity concerns — The Hill
Lawmakers are raising concerns that the upcoming 2020 census, which people are
expected to fill out primarily online for the first time, is opening the door to potential
cyber vulnerabilities.

https://apple.news/AANNKLfr0SCCSVYp7D6fHtA

“Specifically, GAO identified more than 330 “corrective actions” in regard to securing

the census against cyber incidents as of May, with the Census Bureau telling the GAO

that 104 of these actions are “delayed” for reasons unrelated to technical issues or

resources.”

“He said the agency is still studying the president’s executive order to have federal

agencies collect citizenship data, and he has created an interagency working group to

assemble that data.” 

Senators press census chief on cyber, outreach fears
Lawmakers raised questions Tuesday about work being done to keep the 2020
census safe from cyberattacks and reach rural areas.

https://www.rollcall.com/news/congress/census-director-defends-plans-fend-off-cyberat…
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Like, do u think any corrupt individuals are ever on any of these committees? 

bit.ly/2YXCKGb

These are the vendors who signed the major contracts with the U.S. Government to

handle the 2020 U.S. Census.

Cenveo was supposed to print and mail out the 2020 Census for the Gvt. Printing

Office. DOJ cancelled the contract last year because of "liquidity" concerns. 

Cenveo Loses $61M GPO Contract for Census
The U.S. Department of Justice decided to end the 2020 Census printing and
mailing contract that had been awarded by the GPO to Cenveo, largely over
concerns about Cenveo's Chapter 11 bankruptcy.

https://www.piworld.com/article/cenveo-61-million-2020-us-census-printing-contract-ter…
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2020 Census IT Contract. 

 

Census awarded the Field IT Deployment Contract to Unisys Corp. in Aug. 2018. 

 

"It's responsible for providing, staging, provisioning, packaging, shipping, installing

and testing tracking equipment and providing technical support on all equipment."

"The FITd contract is also responsible for providing on-site personnel for help desk

services 

and on-site system admin support for all equipment and software at 2 Paper Data

Capture Centers (e.g., troubleshooting, replacing, repairing, installing, configuring,

patching)."

"The FITd contract is also responsible for decommissioning (e.g., de-installing,

sanitizing, 

collecting, returning) the equipment to ALL sites." 

bit.ly/2XMabz8

Are we sure about Unisys? 

Sept. 24, 2007 

"Hackers compromised dozens of Department of Homeland Security computers,

moving sensitive information to Chinese-language Web sites, congressional

investigators said.

"The letter does not name the contractor, but a committee staffer identified it as

Unisys Corp., which has a $1 billion contract to safeguard DHS computers." 

bit.ly/2xTmuu1

Sept. 24, 2007 

"But, according to the Washington Post report, evidence gathered by the US

Homeland Security Committee indicates that network-intrusion devices were not

properly installed and monitored at the offices." 

Unisys refutes security cover-up allegations over Homeland Security h…
The FBI is investigating allegations that Unisys failed to detect hack attacks on
computers at the US Department of Homeland Security and then tried to...

https://www.finextra.com/newsarticle/17481/unisys-refutes-security-cover-up-allegation…

Jan. 26, 2017 

"Unisys CEO: Our Federal Business Focus, Particularly Around Border Security,

Aligns Well With The Trump Administration" 
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Unisys CEO: Our Federal Business Focus, Particularly Around Border …
Unisys President and CEO Peter Altabef said his federal government practice and
the new Trump administration share the same priorities, particularly as they relate
to securing the border.

https://www.crn.com/news/channel-programs/300083551/unisys-ceo-our-federal-busin…

"In general, we feel bullish that our focus is increasingly the focus of the new

administration," Altabef said. "The areas of our focus are where you're less likely to

see cuts, and more likely to see actual focus, attention, and perhaps growth."

Unisys is responsible for managing the IT infrastructure for the organization that

manages European border management, migration and asylum.

Final report on the audit of the U.S. Census Bureau’s cloud-based systems supporting

the 2020 census.

https://www.oversight.gov/sites/default/files/oig-reports/OIG-19-015-A.pdf

"Many of these deficiencies indicate that the Bureau 

was behind schedule and rushed to deploy its systems to support the 2018 E2E Test

and the 2020 Census." 

bit.ly/2XOBYib

"Every aspect of the 2020 Census related to Title 13 data collection and storage will
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rely upon commercial cloud services for its primary means, and will therefore require

unique security precautions."

"The Bureau did not secure the most privileged user account, the root user account." 

https://www.oversight.gov/sites/default/files/oig-reports/OIG-19-015-

A.pdf#page=8

https://www.oversight.gov/sites/default/files/oig-reports/OIG-19-015-A.pdf#page=8

